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4.1.1 Executive summary

The revolutionary developments in microelectronics over the past decades have led to the
production of cheap yet powerful devices that can communicate with one another, can sense and
act on their environment and can be deployed in large numbers to dedimetbundance of data.
Such devices and the networks they form (broadly grouped under the term wireless sensor
networks) bring together communication, computation, sensing and control and have enabled
monitoring and automation at an unprecedented scale.deggly challenging in this context are
networked control systems, where feedback control loops are closed over networked, distributed

communication platforms. To take full advantage of this

technology novel design methods are necessary th
transcend thetraditional borders between disciplines, to
apply the principles of feedback to complex, interconnecte
systems.

By focusing on wirelessly connected networks and leverag
on recent advancesnisensor networksthe FeedNetback
project studied networked ontrol from a fundamental point
of view, and extended the current scientific stat®f-the-art

toward the integration of additional components including
communication, computation, energy and complexifijo

demonstrate the potential of the new technologyhe

project has appliedt to two industrial test cases of realistic
complexity and scale: underwater inspection systems bas
on fleets of Autonomous Underwater Vehicles (AUVs), a
surveillance systems using a network of smart cameras. 1
control comporents are essential in both as they requiré
cooperation of distributed objects to achieve a common goe

The objective of thé&eedNetback
project was to generate a €0
design framework, to integrate
architectural constraints and
performance tradeoffs from
control, communication,
computation, complexity and
energy management.

FeedNetback contributed in
mastering complexity, temporal
and spaial uncertainties such as
delays and bandwidth in
communications and node
availability. This approach will
enable the development of more
efficient, robust and affordable
networked control systems that
scale and adapt with changing

Early in the project's schedule, as an element of our open approach, a set of roadvasps
developed to explore usage and applications areas for netash control systems in order to
AYF2NY 2dzNJ RSaAdya yR SyadiNBE aFAldySaa F2N L
disseminationactivities including representation of the project in over 100 events, organisation of
three annual workshopsplus aworkshop dedicated to junior researchersourse offeringgo
international schoolsand videos to illustrate the research undertakerhe results of the project

were reported in oveR50 confeence and journal publications.

Impact. Scientific excellencand technical skills builturing the project are beingsuccessfully
incorporated inundergraduate and graduateourses This willenhancethe course quality offered

by the academic participants but importanthgnefit the student communities at those universities,
and eventually industries employing those studerithe FeedNetbacR & -dedign framework will
enable application developers and programmers to fully use the potential of networked control in a
wide sé of industrial domainsThe two test cases show thkeedNetbackvent beyond developing

new technologies, bualsoapplied them to areas of society where they protect the environment
and improve people's safety, security and ultimately quality of [Béher areas where impact is
expected in the future are the fields of factory automation, public infrastructure safety and
security, transport and building maintenance.
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Telecommunication and wireless networks ha
been areas of spectacular growth for seve
decades. Fuelled by revolutionary developmer
system in micro and optoelectronics, networks hav
become a defining element of mode society
and economy. More recent developments

miniaturization, such as MEMSand nane

) ‘ ‘ o technologies, have enabled the development

4.1.2 Project context and objectives

Wireless Sensor Networks (WSN) which promi

yet another revolution. It is widely believed the

A A this type of pervasie networking technology wil

(- be transparent to the user, but at the same tim

- will allow monitoing and automation to a scal
previously unimaginable.

Figurel: FEEDNETBACK, closing the loop over wireless networks.

In addition to monitoring, surveillance and other information collection applications, networking
technologies and especially WSN provide new opportunities for automation, i.e. closing control
loops over wireless networks. Potential application areas ohSdetworked Control Systems (NCS)
abound: In industrial automation, building management, intelligent transportation, and other areas
there are many advantages to deploy wireless technologies. These advantages, however, can only
be realized provided one paensure that the resulting closddop control system offers
appropriate safety and performance guarantees, and that the complexity of the design can be
appropriately handled. This, in turn, requires the development of a novel design paradigm based on
the crossfertilization of communication and control to enable the joint consideration of sensing,
computation, communication, energy and control requirements.

This potential for a new broad class of wireless control systems applications has sparked a
considerable research effort in NCS. As a result, setechhiques have been proposed to deal
with specific problems that arise in
NCS; examples include techniques for
making controllers robust to time
varying network delays, or to packet
loss. However, it is fair to say that
there IS still no coherent
methoddogical framework to address
NCS design problems. Moreover, most
of the techniques developed so far
treat the network properties as given
constraints, to which the control
design procedure must be adapted.
For many emerging applications, this type of ammio is bound to lead to very conservative
designs, which do not fully exploit the potential of the networked system. A more productive
approach would be (as addressed in theedNeback project) to develop a cdesign procedure,
where networking considetens enter the control design process but also control considerations
affect the network design.

In FeedNetback we have developed such
fundamental design framework for NCS. As illustra
in Figure 1, we close the control loop over wirel
connections based on data collected by wirel
mobile or stationary sensor nodes. At the heart of
methodology we had proposed a-design procedure
which will allow the integration of communicatior
control, computation and energy considerations ant
joint design of the networking and control systems.
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The two case studies have been selected to demonstrate the wide spectrum of possible
applications of our methodology: from systems with relatively few, lyighiobile nodes,
communicating over a low bandwidth, unreliable network (underwater inspection systems); to
systems with a very high number of immobile nodes, with high available bandwidth but also high
communication requirements (smart camera network)bbth test cases, the control component is
essential as they demonstrate how distributed objects can cooperate to achieve a common goal.

1 Underwater inspection systems based on fleets of Autonomoumderwater Vehicles
(AUVS).This refers here to theuse of
heterogeneous marine vehicles (surfac
and underwater vehicles such & ——
autonomous crafts, AUVs or underwate
gliders) to achieve a scientific missic
composed of several phases (exploratic
and survey, scientific sensor dat
sampling). Fleets of aohomous vehicles
are envisioned to optimize the
operational mission time (several vehicles
will perform faster the same mission than one) as well as to achieve mission goals that
could not be accomplished with a single vehicle. A coordinated underwatpedtien
mission will require sharing of data (scientific payload data, or vehicle data) collected by the
RATFSNBYG @OSKAOft Sa NBadzZ GAy3a Ay | aaSyaiy3

1 Smart cameras for surveillance and motion captui@ecurity is a major issue facing all of
Europe and video surveillance systems &
being installed everywhere. A large sce
surveillance system integrated with acce: \/ X
control, possibly equipped with -
heterogeneous sensors is, de facto, ¢
complex system and the distributed 4\ \

intelligence poses the problems ¢ -

designing global behaviour from local law

coordination and selbrganization of these /
multi-agent  systems.  Our industrie Q i

partners have expertise in the imag
capture and processing aspectsish will
allow the project to concentrate directly on the control and networking issues, without
having to concentrate on machine vision and image processing issues

The keycontribution of theFeedNeback project has been tc
address this challenge byroposing an integrated edesign
procedure for NCS, where the control and network
considerations are taken into account in a unified manner.
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Strategicobjectives The scientific and technological objectives of theedNetbaclkroject have
been organized by 4 high level strategic objectives, and by a set of a seretaitdcitechnological
objectives. The general objectives are show in Fig.2

| Provide a rigorous edesign framework for control of larggcale complex
distributed systems, dealing with control, communication and computation
. considerations in a holistic way

' Demonstrate potentials and limitations of the new technology on two
industrial test cases of realistic complexity and scale.
mAEER

eLram OELX 2AG FyR RAZASYAYIGS GKS NB 4 dz
- B (o market opportunities.

e
A

===> Strengthen the European scientific position and industrial uptake of networked
control technologies, and the integrated use of control, computer and
communication sciences.

L5 A
N
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Figure2 Projectgeneral djectives

The projectobjectives have challenged additional difficulties requiring a solid interdisciplinary
effort. This intudes

1 Heterogeneity:The sensor hardware and the communication means may be of different
nature (different noise, bandwidth, resolution characteristies.).

1 Mobility: Sensor location may not be fixed. Dynamic location of sensors will lead to
varying node topology.

1 Resource management The energy and computation capabilities of each
sensor/transmitter element are generally limited.

9 Scalability: WSN m& comprise hundreds or thousands of nodes. It is therefore crucial
that the complexity of the design procedures and the resulting controllers scale slowly
with the number of nodes.

1 Asynchrony: information exchange between sensor/control units may not be
synchronous in time.
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Detailed technological objectives
Traditional  control  theory  often
disregards issues of connectivity, data
transmission, coding and many other
items of central importance to WSN. Also,

the broadcasting nature of the wireless medium allows for sophisticated cooperative sensing, codir
transmission schemes, providing additioredlundancy that a sophisticated control system can exploit for sa
predictability and robustness

FeedNetbaclhas proposed innovative methodologies to
design control for systems in which signals are exchang
through a communication network with limited capacity

‘wHow can control algorithms be designed

Challenge 1 together with the signal coding?
wWWhat are the mutual interdependencies?

Communication and control C-de_sign: uHow can one overcome the limitations of the
Fundamental guidelines for closing theRIIEIEETUEL VRO ol JiEIERvelyiiel|[Cly

loop over wireless links. design? B
uHow can one exploit its strengths?

N\

""uHow can control algorithms be designed so that

Chal |enge 2 they can be deployed with limited computational
capabilities?

Computation and control C@Iesign' wCan the control design be made robust with
: respect to computational load variations and

Fundamental gUIdellneS fOf CIOSIng asynchronous Samp|es?
the loop under computational oWhat are the mutual interdependencies between
limitations controller design and computational
: - implementation?

N\

""(;A focused effort in achieving energfficiency in
Cha”enge 3 applications with batternydriven nodes.
wWhat is an optimal way to accomplish the control

Energy and control cmiesign' tasks so as to minimize the energy use of each
. sensors/node?

Fundamental gwdellnes for closmg =m-low can the life time of the entire closed loop

[oo]oNU [alo N=Ta L= o (VAT aa{(=To Mo (SVI[oI=ESH  system be extended by appropriately distributing
\ | tasks among the nodes?

‘wHow does the complexity of NCS design methods
and the resulting controllers scale with the size of

Cha”enge 4 the underlying network?

Complexity and control cmiesign wWhen is a decentralized design advantageous over
a centralized one?

Fundamental gwdellnes fo_r dea“ng oHow can the control design accommodate large
with system complexity. scale complex systems?

N\
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A)-Selected results on the FeedNetback applical
domains
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Surveillance Camera Networks

Today Tomorrow

Security and surveillancare an ever crucial concern in our society. Surveillance systems can be found everywr
transport systems from buses to the underground, from lonely streets to highways, from small stores to stadiums
surveillance is a powerful solution time prevention and the number of surveillance cameras is constantly grow
everywhere. Unfortunately, as a drawback, security guards working in front of several monitors are overwhelmed
many video feeds. It is known that the attention of a securitgrgl watching videos decreases drastically after few doz
of minutes when nothing happens. One of the conclusions of a study by the US National Institute of Justice

SFFSOUAGSYySaa 2F KdzYly Y2yAilz2NRy Jtecng evantziid@veiflahce yide& evs
when assigned to a person who is dedicated andwel i SY G A2y SR gAftf y20G &dzLJJ2 NI
of a proper analysis and understanding process applicable to video streams provitieddogecurity camera networks
could seriously jeopardize the effectiveness in terms of crime prevention of ever growing video surveillance insta
To deal with such very critical issue, modern surveillance systems use smart cameras performing autdetatontent

analysis(VCA) in order to select and display to security guards only relevant videos which are likely to show suspi
criminal activities. Unfortunately, although smart cameras are pretty useful for some applications, their ceysahilt
still quite limited. As a consequende2 R @ 4 Q 02 Y Y S Nisteind prededrMiSllbviing limitaliés:

1 Poorly utilized:the VCA capability ainderstanding a monitored scene is not comparable to human cogni
especially in complegcenariosToday's VCA usage in terms of security is mainly limited to motion detection
tracking in not crowded scenes. Object classification is also possible but it is usually based on simple featt
as target size and velocity. A further lintitmy is that smart cameras are not designed to "play" and "te
G§23SGKSN) FyR O22LISNIGS a | G4SIHYe !'fGK2dz3K GKS
GARS2 lylfeaira Aa Y2O0SR FTNRBY OSyji Npractica SmdetnNErveiliagc
system is still based on a classémtralized architecture.

1 Supervised approach and high use of human resouragdeos are visually inspected mostly by humans. E
when automatic video content analysis is applied, filal decisions about suspicious events and conseqt
actions are always taken by humarnkhe number of security guards involved in surveillance systems |
increase almost linearly with the number of cameras. As a final consequence the overallrcbsicoane really
too high discouraging investments on security infrastructures. Moreover performance issues related to
human attention remain.

9 Expensive installation and maintenancsurveillance of large areas requires large set of fixed camesastirey
in very expensive systems. Moreover, the configuration process comprises many time consuming ope
camera calibration, configuration in terms of data storing and streaming, detection/repairing/replaceme
malfunctioning cameras, optimal pitioning of cameras. The lack of a proper level of intelligence implies thi
such operations are carried out manually resulting in high installation and maintenance costs.

To overcome these limitationgext generation surveillance systems need to éebe a paradigmatic shifin the design
approach:

1 Advanced smart cameradiy replacing several fixed cameras with few gétnzoom (PTZ) cameras, the covera
of the surveillance system is dynamically preserved and the cost reduced. However, in orddratige to be
effective, cameras need to be smart. Furthermore, more intelligence and capabilities are needed in ol
proactively communicate, cooperate and take decisions. These needs require at the same time the defin
new interfaces, communation and interoperability standards.
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1 Cooperative and decentralized architecturéarge scale systems with hundreds of cameras are feasible ol
part of the current human duties iautomatically accomplished by the camera network itself. Although t
humans can never be totally removed in this kind of applications, some tasks like suspicious event dete:
automatic visual tracking by multiple cameras can be performed automatically. However, in order to redu
number of false alarms and miteteded events, cooperation among multiple cameras is ought.

1 Realtime multi-tasking assignment in distributed architectured distributed smart camera networks, camer:
not only can accomplish tasks like tracking an object, patrol an area, storing a recording, streaming a Vvic
can themselves issue such tasks and compete with other cameras for the same tasks. This rbgu
development of multiagent architectures where task assignment is performed automatically as much as po
while still preserving the possibility for the humans to intervene. Moreover, no global task queue shot
present to increase robustne$s cyberattacks and scalability.

1 Automatic calibration and configurationcameras can be hardly placed in optimal location or might simply
poorly installed, yet with hundreds of cameras in place, they need to automaticallgadidfate themselves
discover their neighbors both in terms of communication network and physical topology. These can be ac
only though cooperation and once again should be at much as possible an automatic procedure.

1 Automatic fault or cyberattack detection and comperation: besides improving the scalability, a mdgent
distributed architecture has the advantage to be more difficult to attack since information is not concentra
a single hub. Also possible malfunctioning or attacked cameras can be compensatdhiyoring cameras. Thi
however requires someedundancy in the system andplug/unplug-and-play mechanisms that allow the
surveillance systems to reconfigure automatically.

9 Virtual reality: humans should be presented only with relevant information ardkes. Ideally, they should b
able to virtually explore the camera networks and interact with it to ask for additional information. This rec
new humanmachine interfaces as well as standards for information representation formats that fuse both -
and nonvisual content.

Key points of the advance
Within the FeedNetbaclproject we tackled some of the previous objectives and in particular we focused on:

1. Cooperative multicamera seHcalibration and configuration:The objective was to developentralized and
distributed algorithms such that smacameras (both static and PTZ) can-salfbrate themselves, i.e. they ca
recover their orientation and position with respect to the same 3D world frame. The calibration is obtaine:
though localrelative position orientation of pairs of neighboring cameras which can share part of the same
2T QOASod a2 ali-cahdra calipribne s@siemsYadef far kingle pairs (stereo calibration) anc
obtained using structured objects like chessalts. New algorithms had to be developed for calibration
potentially unstructured environments and with hundreds of interconnected cameras. Similarly,
configuration in terms of discovery of the neighboring cameras and the topological vicinity, toebd
performed automatically. The construction of the communication graph and the topology graph obtainec
this procedure can be continuously updated based on a plug/usgmegplay spirit.

2. Realtime tracking with PTZ cameras: first trackingalgorithm has been developed in [1] where camarauts,
i.e. zoom, pan and tilt angles, have been computed in order to guarantee a minimum probability of t
detection at the next time instant while at the same time minimizing variation w.r.t. previ@ameras inputs ant
YFEEAYAT Ay3 (FNBSG NBazfdziaAzys AdSd €1 22Y Ayé ¢
implemented in a tesbed at ETH [Videol] and in the final demo. Even if the developed algorithm result
good tracking perfanance we worked on the development of a more general framework able to deal with ¢
objectives besides tracking/e consider the problem of maximizing the probability of satisfying safety (track
reachability (target acquisition), and reaelkoid (me target tracking while acquiring another) objectives. 1
solution of the safety, reachability, and reaakioid tasks are computed via dynamic programming resulting il
optimal control policy for the PTZ camera [2].

3. Cooperative multipletarget PTZ traking in 3D scenarioswe addressed the problem of tracking multip
targets in a 3D scenario. We developed a tracking system presenting the following features which
present in any current commercial surveillance system:

1 Automatic handoff of a tacked target from one PTZ camera to other PTZ cameras. Today ver
companies propose basic target haoff strategies but such strategies are limited to only two PTZ units
moreover target hanebff must take place in a predefined and still PTZ state

1 Multi-target tracking guaranteed:each target is tracked by at least one camera and the systen
guaranteed to track all targets if their number is smaller than the number of cameras, i.e. it is not pc

10
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that there are two cameras tracking the sartaget, while a target is left untracked. Today PTZ trackin
confined mainly to the case of one pan tilt zoom unit tracking autonomously a single target.
1 The system is als@bust to targets crosver, i.e. cameras can coordinate when two targets gleise to
each other and then they separate apart so that targets are always leicked
4. Realtime PTZ multicamera optimal perimeter patrollingwe addressed the problem of patrolling a perimet
maximizing the probability of detecting an intruder. Camearaght have different speeds and visible portions
the perimeter, but extra redundancy is included so that each point in the perimeter can be seen by at lec
cameras. Each camera is an autonomous agent capable of communication and independean dealsing.
The goal was to provide an algorithm capable of achieving optimal partitioning of the perimeter for patr
i.e. the time of last visit of each point by a camera is minimized. Although this is a global objective functior
involves all ameras, we were able to propose an algorithm that has the following features:
d It isdistributed, i.e. each camera runs the same code whose complexity in terms of memory require
bandwidth and computational complexity, does not depend on the numbeanferas
d Itisoptimal, i.e. it is guaranteed to achiewsymptoticallythe global optimum

d It isasynchronousi.e. cameras do not need to communicate and update their patrolling region at :
time instants but only sufficiently often

d It isparallelizable i.e more cameras can communicate and update their patrolling region except for
rarely data collision

d It is half-duplex, i.e. does not require bidirectional communication and coordinated updates of patrc

regions
d It is adaptive, i.e. if a camera fails or is engaged in target tracking, the remaining patrolling car
optimally take care of the unpatrolled region of the tracking camera(s)

d When cameras are in tracking mode, they update the neighbouring cameras on the expected time of
intercept via éKalman Filter
5. Certification of patrolling in a 2Denvironment: we proposed a method to evaluate the performance
autonomous patrolling systems. The problem of maximizing the probability that the evader succe
completes an intrusio objective while avoiding capture by the cameras is considered and posed as a stor
reachavoid problem. Several patrolling strategies have been analyzed and compared. Amongp#testing
strategies based on probabilistic purseitasion games segto be very promising.

These algorithms has been proved to be theoretically correct and verified on extensive simulations including dc
cameras. An experimental test with a smaller number of cameras using Videdt#eacameras has been implement
showing remarkable stability, robustness and performarités very impressive to watch the reaction of the systel
built in our lab when a PTZ unit gets disconnected from the network: each remaining PTZ unit chanatbstdsake
care of the areas left uncovered by the disconnected unit. The continuous motion of the PTZ units is more suit
large areas patrolling and the visual feeling for the end user is much better

The cooperative PTZ patrolling developed by #eedNetbackeam is revolutionary: today PTZ units performi
patrolling simply act as independent players scanning a predefined discrete set of PTZ Btatenoperative PT.
tracking developed by theeedNetbackeam is definitely a big step forwar&uch a level of automation overcomes tl
performances of today's automation and of security guards as well. A security guard cannot deal with such
situations controlling many PTZ units at the same time. Several security guards could not reacleveliobf
coordination.

Scientific results

Beyond the definition of new algorithms, the research activity on distributed reconstruction has yielded interesting
in the following contexts:

- distributed optimization with asynchronous communication and constraintShe problem of optimal perimete
patrolling has been abstracted into a distributed optimization problem subject to constraints and with asynchr
communication and updates. This is a ratherexplored and challenging area of research and we providedtireal
distributed algorithms with guaranteed converge to the global optimum. [6]

- stochastic reachability The problem of detecting a smart evader in a 2D/3D environment has been cast amprobl
stochastic reachabilityn the stochastic reachability framework we analyze the probability of stochastic systems to !
stochastic objectives. We can pose the problem of maximizing or minimizing the probability of an uncertain pro
satisfy objectives by using the knowledge of the mechanism governing the evolution of the uncertainty in time

11



Software development
In this context, two main algorithms have been designed and
tested:

Multi  PTZcamera
partitioning:

The algorithm is developed for any number of cameras patrol
and tracking a predefined perimeter. Cameras need

communicate and coordinate only with the preceding and f
following cameras along this perimeter. Each camera has lirr
mobility in terms of PTZ maximum angles and speeds.

cameras are prealibrated. Once in place, they can optima
cooperate to partition the perimeter in segments each of whi
requires the same minimal time to patrol. The patrolling
guaranteed to detect any intriet and cameras are able t
reconfigure the partitioning of the perimeter when one or mo
cameras go in tracking mode or simply they are subject to fau

perimeter patrolling anc
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